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Issue summary: Processing a maliciously
formatted PKCS12 file may lead OpenSSL to
crash leading to a potential Denial of
Service attack Impact summary:
Applications loading files in the PKCS12
format from untrusted sources might
terminate abruptly. A file in PKCS12 format
can contain certificates and keys and may
come from an untrusted source. The
PKCS12 specification allows certain fields to
be NULL, but OpenSSL does not correctly
check for this case. This can lead to a NULL
pointer dereference that results in OpenSSL
crashing. If an application processes PKCS12
files from an untrusted source using the
OpenSSL APIs then that application will be
vulnerable to this issue. OpenSSL APIs that
are vulnerable to this are: PKCS12_parse(),
PKCS12_unpack_p7datal(),
PKCS12_unpack_p7encdatal(),
PKCS12_unpack_authsafes() and
PKCS12_newpass(). We have also fixed a
similar issue in SMIME_write_PKCS7().
However since this function is related to
writing data we do not consider it security
significant. The FIPS modules in 3.2, 3.1 and
3.0 are not affected by this issue.
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6.5

Issue summary: The POLY1305 MAC
(message authentication code)
implementation contains a bug that might
corrupt the internal state of applications
running on PowerPC CPU based platforms if
the CPU provides vector instructions. Impact
summary: If an attacker can influence
whether the POLY1305 MAC algorithm is
used, the application state might be
corrupted with various application
dependent consequences. The POLY1305
MAC (message authentication code)
implementation in OpenSSL for PowerPC
CPUs restores the contents of vector
registers in a different order than they are
saved. Thus the contents of some of these
vector registers are corrupted when
returning to the caller. The vulnerable code
is used only on newer PowerPC processors
supporting the PowerlSA 2.07 instructions.
The consequences of this kind of internal
application state corruption can be various
- from no consequences, if the calling
application does not depend on the
contents of non-volatile XMM registers at
all, to the worst consequences, where the
attacker could get complete control of the
application process. However unless the
compiler uses the vector registers for
storing pointers, the most likely
consequence, if any, would be an incorrect
result of some application dependent
calculations or a crash leading to a denial
of service. The POLY1305 MAC algorithm is
most frequently used as part of the
CHACHA20-POLY1305 AEAD (authenticated
encryption with associated data) algorithm.
The most common usage of this AEAD
cipher is with TLS protocol versions 1.2 and
1.3. If this cipher is enabled on the server a
malicious client can influence whether this
AEAD cipher is used. This implies that TLS
server applications using OpenSSL can be
potentially impacted. However we are
currently not aware of any concrete
application that would be affected by this

N5k 01 (2026-02-15)
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severity security issue.
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Issue summary: Checking excessively long
DSA keys or parameters may be very slow.
Impact summary: Applications that use the
functions EVP_PKEY_param_check() or
EVP_PKEY_public_check() to check a DSA
public key or DSA parameters may
experience long delays. Where the key or
parameters that are being checked have
been obtained from an untrusted source
this may lead to a Denial of Service. The
functions EVP_PKEY_param_check() or
EVP_PKEY_public_check() perform various
checks on DSA parameters. Some of those
computations take a long time if the
modulus ("p” parameter) is too large. Trying
to use a very large modulus is slow and
OpenSSL will not allow using public keys
with a modulus which is over 10,000 bits in
length for signature verification. However
the key and parameter check functions do
not limit the modulus size when performing
the checks. An application that calls
EVP_PKEY_param_check() or
EVP_PKEY_public_check() and supplies a
key or parameters obtained from an
untrusted source could be vulnerable to a
Denial of Service attack. These functions
are not called by OpenSSL itself on
untrusted DSA keys so only applications
that directly call these functions may be
vulnerable. Also vulnerable are the
OpenSSL pkey and pkeyparam command
line applications when using the “-check’
option. The OpenSSL SSL/TLS
implementation is not affected by this
issue. The OpenSSL 3.0 and 3.1 FIPS
providers are affected by this issue.
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9.1

Issue summary: Calling the OpenSSL API
function SSL_select_next_proto with an
empty supported client protocols buffer
may cause a crash or memory contents to
be sent to the peer. Impact summary: A
buffer overread can have a range of
potential consequences such as unexpected
application beahviour or a crash. In
particular this issue could result in up to
255 bytes of arbitrary private data from
memory being sent to the peer leading to a
loss of confidentiality. However, only
applications that directly call the
SSL_select_next_proto function witha 0
length list of supported client protocols are
affected by this issue. This would normally
never be a valid scenario and is typically
not under attacker control but may occur
by accident in the case of a configuration or
programming error in the calling
application. The OpenSSL API function
SSL_select_next_proto is typically used by
TLS applications that support ALPN
(Application Layer Protocol Negotiation) or
NPN (Next Protocol Negotiation). NPN is
older, was never standardised and is
deprecated in favour of ALPN. We believe
that ALPN is significantly more widely
deployed than NPN. The
SSL_select_next_proto function accepts a
list of protocols from the server and a list of
protocols from the client and returns the
first protocol that appears in the server list
that also appears in the client list. In the
case of no overlap between the two lists it
returns the first item in the client list. In
either case it will signal whether an overlap
between the two lists was found. In the
case where SSL_select_next_proto is called
with a zero length client list it fails to notice
this condition and returns the memory
immediately following the client list pointer
(and reports that there was no overlap in
the lists). This function is typically called
from a server side application callback for
ALPN or a client side application callback
for NPN. In the case of ALPN the list of

N5k 01 (2026-02-15)
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protocols supplied by the client is
guaranteed by libssl to never be zero in
length. The list of server protocols comes
from the application and should never
normally be expected to be of zero length.
In this case if the SSL_select_next_proto
function has been called as expected (with
the list supplied by the client passed in the
client/client_len parameters), then the
application will not be vulnerable to this
issue. If the application has accidentally
been configured with a zero length server
list, and has accidentally passed that zero
length server list in the client/client_len
parameters, and has additionally failed to
correctly handle a "no overlap" response
(which would normally result in a
handshake failure in ALPN) then it will be
vulnerable to this problem. In the case of
NPN, the protocol permits the client to
opportunistically select a protocol when
there is no overlap. OpenSSL returns the
first client protocol in the no overlap case in
support of this. The list of client protocols
comes from the application and should
never normally be expected to be of zero
length. However if the
SSL_select_next_proto function is
accidentally called with a client_len of O
then an invalid memory pointer will be
returned instead. If the application uses this
output as the opportunistic protocol then
the loss of confidentiality will occur. This
issue has been assessed as Low severity
because applications are most likely to be
vulnerable if they are using NPN instead of
ALPN - but NPN is not widely used. It also
requires an application configuration or
programming error. Finally, this issue would
not typically be under attacker control
making active exploitation unlikely. The
FIPS modules in 3.3, 3.2, 3.1 and 3.0 are not
affected by this issue. Due to the low
severity of this issue we are not issuing new
releases of OpenSSL at this time. The fix
will be included in the next releases when
they become available.
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7.5

Issue summary: Applications performing
certificate name checks (e.g., TLS clients
checking server certificates) may attempt to
read an invalid memory address resulting in
abnormal termination of the application
process. Impact summary: Abnormal
termination of an application can a cause a
denial of service. Applications performing
certificate name checks (e.g., TLS clients
checking server certificates) may attempt to
read an invalid memory address when
comparing the expected name with an
‘otherName™ subject alternative name of an
X.509 certificate. This may result in an
exception that terminates the application
program. Note that basic certificate chain
validation (signatures, dates, ...) is not
affected, the denial of service can occur
only when the application also specifies an
expected DNS name, Email address or IP
address. TLS servers rarely solicit client
certificates, and even when they do, they
generally don't perform a name check
against a reference identifier (expected
identity), but rather extract the presented
identity after checking the certificate chain.
So TLS servers are generally not affected
and the severity of the issue is Moderate.
The FIPS modules in 3.3, 3.2, 3.1 and 3.0 are
not affected by this issue.

OpenS
SL

3.09

CVE-2
024-4
741

8.1

A Critical Patch Update is a collection of
patches for multiple security vulnerabilities.
These patches address vulnerabilities in
Oracle code and in third party components
included in Oracle products. These patches
are usually cumulative, but each advisory
describes only the security patches added
since the previous Critical Patch Update
Advisory. Thus, prior Critical Patch Update
advisories should be reviewed for
information regarding earlier published
security patches. Refer to “Critical Patch
Updates, Security Alerts and Bulletins” for
information about Oracle Security
advisories.

N5k 01 (2026-02-15)
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Issue summary: Checking excessively long
invalid RSA public keys may take a long
time. Impact summary: Applications that
use the function EVP_PKEY_public_check()
to check RSA public keys may experience
long delays. Where the key that is being
checked has been obtained from an
untrusted source this may lead to a Denial
of Service. When function
EVP_PKEY_public_check() is called on RSA
public keys, a computation is done to
confirm that the RSA modulus, n, is
composite. For valid RSA keys, n is a
product of two or more large primes and
this computation completes quickly.
However, if n is an overly large prime, then
this computation would take a long time.
An application that calls
EVP_PKEY_public_check() and supplies an
RSA key obtained from an untrusted source
could be vulnerable to a Denial of Service
attack. The function
EVP_PKEY_public_check() is not called from
other OpenSSL functions however it is
called from the OpenSSL pkey command
line application. For that reason that
application is also vulnerable if used with
the '-pubin' and '-check' options on
untrusted data. The OpenSSL SSL/TLS
implementation is not affected by this
issue. The OpenSSL 3.0 and 3.1 FIPS
providers are affected by this issue.
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Issue summary: Some non-default TLS
server configurations can cause unbounded
memory growth when processing TLSv1.3
sessions Impact summary: An attacker may
exploit certain server configurations to
trigger unbounded memory growth that
would lead to a Denial of Service This
problem can occur in TLSv1.3 if the non-
default SSL_OP_NO_TICKET option is being
used (but not if early_data support is also
configured and the default anti-replay
protection is in use). In this case, under
certain conditions, the session cache can
get into an incorrect state and it will fail to
flush properly as it fills. The session cache
will continue to grow in an unbounded
manner. A malicious client could
deliberately create the scenario for this
failure to force a Denial of Service. It may
also happen by accident in normal
operation. This issue only affects TLS
servers supporting TLSv1.3. It does not
affect TLS clients. The FIPS modules in 3.2,
3.1 and 3.0 are not affected by this issue.
OpenSSL 1.0.2 is also not affected by this
issue.
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7.0

Issue summary: Use of the low-level
GF(2~m) elliptic curve APIs with untrusted
explicit values for the field polynomial can
lead to out-of-bounds memory reads or
writes. Impact summary: Out of bound
memory writes can lead to an application
crash or even a possibility of a remote code
execution, however, in all the protocols
involving Elliptic Curve Cryptography that
we're aware of, either only "named curves"
are supported, or, if explicit curve
parameters are supported, they specify an
X9.62 encoding of binary (GF(2Am)) curves
that can't represent problematic input
values. Thus the likelihood of existence of a
vulnerable application is low. In particular,
the X9.62 encoding is used for ECC keys in
X.509 certificates, so problematic inputs
cannot occur in the context of processing
X.509 certificates. Any problematic use-
cases would have to be using an "exotic"
curve encoding. The affected APIs include:
EC_GROUP_new_curve_GF2m(),
EC_GROUP_new_from_params(), and
various supporting BN_GF2m_*() functions.
Applications working with "exotic" explicit
binary (GF(2Am)) curve parameters, that
make it possible to represent invalid field
polynomials with a zero constant term, via
the above or similar APIs, may terminate
abruptly as a result of reading or writing
outside of array bounds. Remote code
execution cannot easily be ruled out. The
FIPS modules in 3.3, 3.2, 3.1 and 3.0 are not
affected by this issue.
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5.3

Issue summary: Generating excessively long
X9.42 DH keys or checking excessively long
X9.42 DH keys or parameters may be very
slow. Impact summary: Applications that
use the functions DH_generate_key() to
generate an X9.42 DH key may experience
long delays. Likewise, applications that use
DH_check_pub_key(),
DH_check_pub_key_ex() or
EVP_PKEY_public_check() to check an X9.42
DH key or X9.42 DH parameters may
experience long delays. Where the key or
parameters that are being checked have
been obtained from an untrusted source
this may lead to a Denial of Service. While
DH_check() performs all the necessary
checks (as of CVE-2023-3817),
DH_check_pub_key() doesn't make any of
these checks, and is therefore vulnerable for
excessively large P and Q parameters.
Likewise, while DH_generate_key()
performs a check for an excessively large P,
it doesn't check for an excessively large Q.
An application that calls DH_generate_key()
or DH_check_pub_key() and supplies a key
or parameters obtained from an untrusted
source could be vulnerable to a Denial of
Service attack. DH_generate_key() and
DH_check_pub_key() are also called by a
number of other OpenSSL functions. An
application calling any of those other
functions may similarly be affected. The
other functions affected by this are
DH_check_pub_key_ex(),
EVP_PKEY_public_check(), and
EVP_PKEY_generate(). Also vulnerable are
the OpenSSL pkey command line
application when using the "-pubcheck"
option, as well as the OpenSSL genpkey
command line application. The OpenSSL
SSL/TLS implementation is not affected by
this issue. The OpenSSL 3.0 and 3.1 FIPS
providers are not affected by this issue.
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OpenS | 3.09 CVE-2 |53 Issue summary: The AES-SIV cipher
SL 023-2 implementation contains a bug that causes
975 it to ignore empty associated data entries

which are unauthenticated as a
consequence. Impact summary:
Applications that use the AES-SIV algorithm
and want to authenticate empty data
entries as associated data can be mislead
by removing adding or reordering such
empty entries as these are ignored by the
OpenSSL implementation. We are currently
unaware of any such applications. The AES-
SIV algorithm allows for authentication of
multiple associated data entries along with
the encryption. To authenticate empty data
the application has to call
EVP_EncryptUpdate() (or
EVP_CipherUpdate()) with NULL pointer as
the output buffer and 0 as the input buffer
length. The AES-SIV implementation in
OpenSSL just returns success for such a call
instead of performing the associated data
authentication operation. The empty data
thus will not be authenticated. As this issue
does not affect non-empty associated data
authentication and we expect it to be rare
for an application to use empty associated
data entries this is qualified as Low severity
issue.
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5.3

Issue summary: Checking excessively long
DH keys or parameters may be very slow.
Impact summary: Applications that use the
functions DH_check(), DH_check_ex() or
EVP_PKEY_param_check() to check a DH
key or DH parameters may experience long
delays. Where the key or parameters that
are being checked have been obtained from
an untrusted source this may lead to a
Denial of Service. The function DH_check()
performs various checks on DH parameters.
One of those checks confirms that the
modulus ('p' parameter) is not too large.
Trying to use a very large modulus is slow
and OpenSSL will not normally use a
modulus which is over 10,000 bits in length.
However the DH_check() function checks
numerous aspects of the key or parameters
that have been supplied. Some of those
checks use the supplied modulus value even
if it has already been found to be too large.
An application that calls DH_check() and
supplies a key or parameters obtained from
an untrusted source could be vulernable to
a Denial of Service attack. The function
DH_check() is itself called by a number of
other OpenSSL functions. An application
calling any of those other functions may
similarly be affected. The other functions
affected by this are DH_check_ex() and
EVP_PKEY_param_check(). Also vulnerable
are the OpenSSL dhparam and pkeyparam
command line applications when using the
'-check' option. The OpenSSL SSL/TLS
implementation is not affected by this
issue. The OpenSSL 3.0 and 3.1 FIPS
providers are not affected by this issue.
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5.3

Issue summary: Checking excessively long
DH keys or parameters may be very slow.
Impact summary: Applications that use the
functions DH_check(), DH_check_ex() or
EVP_PKEY_param_check() to check a DH
key or DH parameters may experience long
delays. Where the key or parameters that
are being checked have been obtained from
an untrusted source this may lead to a
Denial of Service. The function DH_check()
performs various checks on DH parameters.
After fixing CVE-2023-3446 it was
discovered that a large q parameter value
can also trigger an overly long computation
during some of these checks. A correct q
value, if present, cannot be larger than the
modulus p parameter, thus it is unnecessary
to perform these checks if g is larger than
p. An application that calls DH_check() and
supplies a key or parameters obtained from
an untrusted source could be vulnerable to
a Denial of Service attack. The function
DH_check() is itself called by a number of
other OpenSSL functions. An application
calling any of those other functions may
similarly be affected. The other functions
affected by this are DH_check_ex() and
EVP_PKEY_param_check(). Also vulnerable
are the OpenSSL dhparam and pkeyparam
command line applications when using the
"-check" option. The OpenSSL SSL/TLS
implementation is not affected by this
issue. The OpenSSL 3.0 and 3.1 FIPS
providers are not affected by this issue.
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7.5

Issue summary: A bug has been identified
in the processing of key and initialisation
vector (IV) lengths. This can lead to
potential truncation or overruns during the
initialisation of some symmetric ciphers.
Impact summary: A truncation in the IV can
result in non-uniqueness, which could result
in loss of confidentiality for some cipher
modes. When calling EVP_Encryptlnit_ex2(),
EVP_Decryptlnit_ex2() or
EVP_Cipherlnit_ex2() the provided
OSSL_PARAM array is processed after the
key and IV have been established. Any
alterations to the key length, via the
"keylen" parameter or the IV length, via the
"ivlen" parameter, within the OSSL_PARAM
array will not take effect as intended,
potentially causing truncation or
overreading of these values. The following
ciphers and cipher modes are impacted:
RC2, RC4, RC5, CCM, GCM and OCB. For the
CCM, GCM and OCB cipher modes,
truncation of the IV can result in loss of
confidentiality. For example, when
following NIST's SP 800-38D section 8.2.1
guidance for constructing a deterministic IV
for AES in GCM mode, truncation of the
counter portion could lead to IV reuse. Both
truncations and overruns of the key and
overruns of the IV will produce incorrect
results and could, in some cases, trigger a
memory exception. However, these issues
are not currently assessed as security
critical. Changing the key and/or IV lengths
is not considered to be a common
operation and the vulnerable APl was
recently introduced. Furthermore it is likely
that application developers will have
spotted this problem during testing since
decryption would fail unless both peers in
the communication were similarly
vulnerable. For these reasons we expect the
probability of an application being
vulnerable to this to be quite low. However
if an application is vulnerable then this
issue is considered very serious. For these
reasons we have assessed this issue as
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Moderate severity overall. The OpenSSL
SSL/TLS implementation is not affected by
this issue. The OpenSSL 3.0 and 3.1 FIPS
providers are not affected by this because
the issue lies outside of the FIPS provider
boundary. OpenSSL 3.1 and 3.0 are
vulnerable to this issue.
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OpenS | 3.09 CVE-2 |78 Issue summary: The POLY1305 MAC
SL 023-4 (message authentication code)

807 implementation contains a bug that might

corrupt the internal state of applications on
the Windows 64 platform when running on
newer X86_64 processors supporting the
AVX512-1FMA instructions. Impact
summary: If in an application that uses the
OpenSSL library an attacker can influence
whether the POLY1305 MAC algorithm is
used, the application state might be
corrupted with various application
dependent consequences. The POLY1305
MAC (message authentication code)
implementation in OpenSSL does not save
the contents of non-volatile XMM registers
on Windows 64 platform when calculating
the MAC of data larger than 64 bytes.
Before returning to the caller all the XMM
registers are set to zero rather than
restoring their previous content. The
vulnerable code is used only on newer
x86_64 processors supporting the AVX512-
IFMA instructions. The consequences of this
kind of internal application state corruption
can be various - from no consequences, if
the calling application does not depend on
the contents of non-volatile XMM registers
at all, to the worst consequences, where the
attacker could get complete control of the
application process. However given the
contents of the registers are just zeroized so
the attacker cannot put arbitrary values
inside, the most likely consequence, if any,
would be an incorrect result of some
application dependent calculations or a
crash leading to a denial of service. The
POLY1305 MAC algorithm is most
frequently used as part of the CHACHA20-
POLY1305 AEAD (authenticated encryption
with associated data) algorithm. The most
common usage of this AEAD cipher is with
TLS protocol versions 1.2 and 1.3 and a
malicious client can influence whether this
AEAD cipher is used by the server. This
implies that server applications using
OpenSSL can be potentially impacted.

N5k 01 (2026-02-15)

WRIERE © HERRARBIRAT

32




$920X20 BIOS
A

17 ImiEExhIIZR

LN
i

BR{HhR

CVEZR

LR
Cvs
S1§

iy

However we are currently not aware of any
concrete application that would be affected
by this issue therefore we consider this a
Low severity security issue. As a
workaround the AVX512-IFMA instructions
support can be disabled at runtime by
setting the environment variable

OPENSSL _ia32cap:
OPENSSL_ia32cap=:~0x200000 The FIPS
provider is not affected by this issue

EDK II

edk2-
stable2
02211

CVE-2
023-4
5237

7.5

EDK2's Network Package is susceptible to a
predictable TCP Initial Sequence Number.
This vulnerability can be exploited by an
attacker to gain unauthorized access and
potentially lead to a loss of Confidentiality.

EDK II

edk2-
stable2
02211

CVE-2
023-4
5232

7.5

EDK2's Network Package is susceptible to
an infinite loop vulnerability when parsing
unknown options in the Destination
Options header of IPv6. This vulnerability
can be exploited by an attacker to gain
unauthorized access and potentially lead to
a loss of Availability.

EDK Il

edk2-
stable2
02211

CVE-2
023-4
5229

6.5

EDK2's Network Package is susceptible to
an out-of-bounds read vulnerability when
processing the IA_NA or IA_TA option in a
DHCPv6 Advertise message. This
vulnerability can be exploited by an
attacker to gain unauthorized access and
potentially lead to a loss of Confidentiality.

EDK Il

edk2-
stable2
02211

CVE-2
023-4
5233

7.5

EDK2's Network Package is susceptible to
an infinite lop vulnerability when parsing a
PadN option in the Destination Options
header of IPv6. This vulnerability can be
exploited by an attacker to gain
unauthorized access and potentially lead to
a loss of Availability.

EDK Il

edk2-
stable2
02211

CVE-2
023-4
5236

7.5

EDK2's Network Package is susceptible to a
predictable TCP Initial Sequence Number.
This vulnerability can be exploited by an
attacker to gain unauthorized access and
potentially lead to a loss of Confidentiality.
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EDK Il | edk2- CVE-2 | 6.0 EDK2 contains a vulnerability when S3
stable2 | 024-1 sleep is activated where an Attacker may
02211 298 cause a Division-By-Zero due to a UNIT32
overflow via local access. A successful
exploit of this vulnerability may lead to a
loss of Availability.
EDK Il | edk2- CVE-2 | 8.8 EDK2's Network Package is susceptible to a
stable2 | 023-4 buffer overflow vulnerability when handling
02211 5235 Server ID option from a DHCPv6 proxy
Advertise message. This vulnerability can be
exploited by an attacker to gain
unauthorized access and potentially lead to
a loss of Confidentiality, Integrity and/or
Availability.
EDK Il | edk2- CVE-2 |78 EDK2 is susceptible to a vulnerability in the
stable2 | 022-3 CreateHob() function, allowing a user to
02211 6765 trigger a integer overflow to buffer
overflow via a local network. Successful
exploitation of this vulnerability may result
in a compromise of confidentiality, integrity,
and/or availability.
EDK Il | edk2- CVE-2 | 8.8 EDK2's Network Package is susceptible to a
stable2 | 023-4 buffer overflow vulnerability via a long
02211 5230 server ID option in DHCPv6 client. This
vulnerability can be exploited by an
attacker to gain unauthorized access and
potentially lead to a loss of Confidentiality,
Integrity and/or Availability.
EDK Il | edk2- CVE-2 |78 EDK2 is susceptible to a vulnerability in the
stable2 | 022-3 Tcg2MeasureGptTable() function, allowing
02211 6763 a user to trigger a heap buffer overflow via
a local network. Successful exploitation of
this vulnerability may result in a
compromise of confidentiality, integrity,
and/or availability.
EDK Il | edk2- CVE-2 |78 EDK2 is susceptible to a vulnerability in the
stable2 | 022-3 Tcg2MeasurePelmage() function, allowing a
02211 6764 user to trigger a heap buffer overflow via a
local network. Successful exploitation of
this vulnerability may result in a
compromise of confidentiality, integrity,
and/or availability.
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EDK Il | edk2- CVE-2 | 8.8 EDK2's Network Package is susceptible to a
stable2 | 023-4 buffer overflow vulnerability when
02211 5234 processing DNS Servers option from a
DHCPv6 Advertise message. This
vulnerability can be exploited by an
attacker to gain unauthorized access and
potentially lead to a loss of Confidentiality,
Integrity and/or Availability.
EDK Il | edk2- CVE-2 |65 EDK2's Network Package is susceptible to
stable2 | 023-4 an out-of-bounds read vulnerability when
02211 5231 processing Neighbor Discovery Redirect
message. This vulnerability can be exploited
by an attacker to gain unauthorized access
and potentially lead to a loss of
Confidentiality.
cJSON | 1717 |CVE-2 | 7.6 cJSON v1.7.17 was discovered to contain a
024-3 segmentation violation, which can trigger
1755 through the second parameter of function
cJSON_SetValuestring at cJSON.c.
arm- lts- CVE-2 | 6.7 Buffer overflow in "rcar_dev_init" due to
trusted | v2.8.6 024-6 using due to using untrusted data
- 564 (rcar_image_number) as a loop counter
firmwa before verifying it against
re RCAR_MAX_BL3X_IMAGE. This could lead to
a full bypass of secure boot.
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OpenS
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3.09

CVE-2
024-1
3176

4.1

Issue summary: A timing side-channel
which could potentially allow recovering

the private key exists in the ECDSA
signature computation.

Impact summary: A timing side-channel in
ECDSA signature computations

could allow recovering the private key by
an attacker. However, measuring

the timing would require either local access
to the signing application or

a very fast network connection with low
latency.

There is a timing signal of around 300
nanoseconds when the top word of

the inverted ECDSA nonce value is zero.
This can happen with significant

probability only for some of the supported
elliptic curves. In particular

the NIST P-521 curve is affected. To be able
to measure this leak, the attacker

process must either be located in the same
physical computer or must

have a very fast network connection with
low latency. For that reason

the severity of this vulnerability is Low.

The FIPS modules in 3.4, 3.3, 3.2, 3.1 and
3.0 are affected by this issue.
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arm-
trusted
firmwa
re

lts-
v2.8.6

CVE-2
023-4
9100

4.4

Trusted Firmware-A (TF-A) before 2.10 has
a potential read out-of-bounds in the SDEI
service. The input parameter passed in
register x1 is not validated well enough in
the function sdei_interrupt_bind. The
parameter is passed to a call to
plat_ic_get_interrupt_type. It can be any
arbitrary value passing checks in the
function plat_ic_is_sgi. A compromised
Normal World (Linux kernel) can enable a
root-privileged attacker to issue arbitrary
SMC calls. Using this primitive, he can
control the content of registers x0 through
x6, which are used to send parameters to
TF-A. Out-of-bounds addresses can be read
in the context of TF-A (EL3). Because the
read value is never returned to non-secure
memory or in registers, no leak is possible.
An attacker can still crash TF-A, however.

cJSON

1.7.17

HWPSI
RT-20
24-34
482

7.5

parse_objectERZLiAAparse_stringERETEIR
B¥Ikrinput_buffer->offset2&/NF
input_buffer->lengthR9tER 44T 7 iR
fE, WRinput_buffer->offsetA/\F
input_buffer->lengthff &=k Rz 1 byte, AT
ges/immT Rt

cJSON

1.7.17

CVE-2
023-2
6819

29

cJSON 1.7.15 might allow a denial of
service via a crafted JSON document such
as {"a": true, "b":

[ null,9999999999999999999999999999999
999999999999999912345678901234567]}.

cJSON

1.7.17

CVE-2
023-5
3154

55

parse_string in cJSON before 1.7.18 has a
heap-based buffer over-read via {"1":1, with
no trailing newline if
cJSON_ParseWithLength is called.

EDK II

edk2-
stable2
02211

CVE-2
024-3
8796

5.9

EDK2 contains a vulnerability in the
PeCoffLoaderRelocatelmage(). An Attacker
may cause memory corruption due to an
overflow via an adjacent network. A
successful exploit of this vulnerability may
lead to a loss of Confidentiality, Integrity,
and/or Availability.
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EDK I edk2- CVE-2 |59 On BIG-IP 11.5.1-11.5.4, 11.6.1, and 12.1.0,
stable2 | 019-6 a virtual server configured with a Client SSL
02211 593 profile may be vulnerable to a chosen
ciphertext attack against CBC ciphers. When
exploited, this may result in plaintext
recovery of encrypted messages through a
man-in-the-middle (MITM) attack, despite
the attacker not having gained access to
the server's private key itself.
(CVE-2019-6593 also known as Zombie
POODLE and GOLDENDOODLE.)
cJSON | 1717 | CVE-2 [9.8 cJSON 1.5.0 through 1.7.18 allows out-of-
025-5 bounds access via the
7052 decode_array_index_from_pointer function
in cJSON_Utils.c, allowing remote attackers
to bypass array bounds checking and access
restricted data via malformed JSON pointer
strings containing alphanumeric characters.
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OpenS | 3.09 CVE-2 |75 Issue summary: An application trying to
SL 025-9 decrypt CMS messages encrypted using
230 password based encryption can trigger an
out-of-bounds read and write.
Impact summary: This out-of-bounds read
may trigger a crash which leads to
Denial of Service for an application. The
out-of-bounds write can cause
a memory corruption which can have
various consequences including
a Denial of Service or Execution of attacker-
supplied code.
Although the consequences of a successful
exploit of this vulnerability
could be severe, the probability that the
attacker would be able to
perform it is low. Besides, password based
(PWRI) encryption support in CMS
messages is very rarely used. For that
reason the issue was assessed as
Moderate severity according to our Security
Policy.
The FIPS modules in 3.5, 3.4, 3.3, 3.2, 3.1
and 3.0 are not affected by this
issue, as the CMS implementation is outside
the OpenSSL FIPS module
boundary.
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OpenS
SL

3.09

CVE-2
026-2
2796

5.3

Issue summary: A type confusion
vulnerability exists in the signature
verification of signed PKCS#7 data where
an ASN1_TYPE union member is accessed
without first validating the type, causing an
invalid or NULL pointer dereference when
processing malformed PKCS#7 data. Impact
summary: An application performing
signature verification of PKCS#7 data or
calling directly the
PKCS7_digest_from_attributes() function
can be caused to dereference an invalid or
NULL pointer when reading, resulting in a
Denial of Service. The function
PKCS7_digest_from_attributes() accesses
the message digest attribute value without
validating its type. When the type is not
V_ASN1_OCTET_STRING, this results in
accessing invalid memory through the
ASN1_TYPE union, causing a crash.
Exploiting this vulnerability requires an
attacker to provide a malformed signed
PKCS#7 to an application that verifies it.
The impact of the exploit is just a Denial of
Service, the PKCS7 API is legacy and
applications should be using the CMS API
instead. For these reasons the issue was
assessed as Low severity. The FIPS modules
in 3.5, 3.4, 3.3 and 3.0 are not affected by
this issue, as the PKCS#7 parsing
implementation is outside the OpenSSL
FIPS module boundary. OpenSSL 3.6, 3.5,
3.4,3.3,3.0, 1.1.1 and 1.0.2 are vulnerable
to this issue.
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